[Tpunoxenue 3

K [IPOTOKOJIy BHEOUEPETHOTO 3aCEJaHUS
AnTtuTeppopuctruueckoi komuccun XMAQO — FOrpsl
ot 21 okTs6ps 2025 roga Ne 137

NHCTPYKIUA
0 NMopsiAKe AeiCTBUI HACeJIeHUS IPHU NOJTYYEHUH CUTHAJIOB
«becnuI0THAs ONACHOCTbY», «YTIP03a aTaKH 0eCIIMIOTHUKA»

1. IlIpu nmoavuennu curgaja « BECIIMJIOTHAN OITACHOCTDby:

Cnpagouno:
Jannwiii cuenan oznavaem, umo 6 coceOHux cyovekmax Poccuu obnapyacensvt becnunomuule

6030yuinble cyona's.

B coomsemcmsuu ¢ nonyuenuvim cusHaiom pecuoHAIbHbIMU U MYHUYUNATbHLIMU OPSAHAMU
eracmu, a__maxxce cunosovimu _cmpykmypamu__evinoausiomes  HPEJAYIIPE/TUTE/IbHBIE
MEePONpUsImusl, U3 Hux.

- ycunusaemcsi KOHMpOJib 3a 6030VULHLIM NPOCPAHCNGEOM,

- 8600UMCS OCPpAHUYEHUE MOOUTILHO20 UHMEPHemA,

- 8 pe2uoHAbHbIX U MyHUyunatohvix CMHU, mopeoswlx yenmpax u uHblx Mecmax ¢ Macco8bim
npebvigaHuem a0oet AaKmusUUpyemcs pameueHue UHpopmayuu 0 nopsoxe 0eticmeutl 2paicoam
npu nocmynieHuu cueHaia « becnunomunas onacnocmo».

[Ipu nonyuennn curnaia HEOBXO/IUMO:

- YTOUHHUTDH MECCTOHAXO0XACHUC POACTBCHHHKOB, 3a6HaFOBp€M€HHO
OIpCACIINTE MECTO BCTPCUH,

- IPOBCPUTH HATUYNUEC JOKYMCHTOB, ITIOATBCPKAAIOINNX JIJUYHOCTh, TOTOBHOCTDH
«TPCBOXKHBIX YCMOAAHOB» U T.I.

- 336HaFOBpeM€HHO OIIPCACIINTE MECTA BO3MOJKHOI'O YKPBITHA.

2. Ilpu_ oonapyxkennu Jersumero bBC HEOBXOJAMMO onepaTuBHO
coobmuth B MB/I Poccun (menegpon — 102) unu Equnyro 1eKypHO-IUCTIETICPCKYIO
CITy»0y MyHUITUIIATLHOTO 0Opa3oBanus (menegon — 112):

- (haMHITHIO, UMSI, OTYECTBO;

- BpeMsa u Mmecto obHapyxeHus BBC; komwdecTBO ammapaToB W WX THII
(camonémmuulii unu K6AOPOKONMEPHbIIL);

- IPUMEPHOE HAIMpaBJICHWE W BBICOTY TONETA (Hanpumep: HANpasieHue Ha
cegep, evicoma mempos 50, nemum 6 CMOPOHY ... 00beKmMa UIU HACEIeHHO20
nynkma), a Taxxke xapaktep noseaeHuss bBC (3asucanue, b6appasicuposanue nao
00vexmom u m.o.);

- HHYI0 BaXHYI0 HH()OPMAIIHIO.

16 TTanee — BBC.



25

3. B cay4yae 0CJ0KHEHHUS O00CTAHOBKH A0 HACEJCHHUS JTOBOJIUTCH CHTHAJ
«¥YTPO3A ATAKU BECITUJIOTHUKA .

Cnpagouno:
Jlannwiii cuenan osnauaem, umo 803HUKIA peanvras yeposa amaxku bBC.

B coomeemcmeuu ¢ nonyuennvim CUSHANOM pPe2UOHATbHBIMU U MYHUUUNATbHLIMU OP2AHAMU
eracmu, a makodce cunosvimu_cmpykmypamu_svinoansiomes IHPAKTHYECKUE wmeponpusimus,
U3 HUX:

- 8 pecuoHanbHbIX U MyHuyunaiohvix CMHU, mopeoswvlx yenmpax u uHblx Mecmax ¢ Macco8bim
npebviganuem Jawoel pasmewaemcs uHgopmayusi o0 Nopsaoke Oeucmeull epadcoan npu
B03HUKHOBeHUU peabHoU yepo3bl amaku BBC;

- epadicoane cnedyiom 6 oOnudicauuue YKpolmusi U HAxXo05mcs mam 00 NOLy4eHus: CUSHaId
«OTEOH BECITH/IOTHOH OITACHOCTH ».

[Tpu nonyuennu curnaia HEOBXO/JINMO:

a) Npy HAXO0KIEeHUM Ha padoTe:

- OTKJIIOYUTHh HApPYy)KHOE€ W BHYTPEHHEE OCBEIICHHE, 3a WCKIIOUYECHUEM
CBETHUJILHMKOB MAaCKUPOBOYHOTO OCBEIICHUS (NpU HAIUYUL);,

- €CIT TIEPCOHAJT HE MOXET MOKUHYTh pabodee MECTO B CBS3H CO CHCIIUPUKON
€ro JesTEIbHOCTH, TO HEOOXOAMMO 3aHATh MaKCHMalabHO O0€30IMacHOE€ MECTO
(nooanvuie om OKOHHLIX NPOEMO8, MaM, 20e HaubOIbLUWAsS MOJUWUHA CHEeH UIU
nepexpuimuil u m.o.).

Bo Bpems peanpHoM yrpo3bl araku OecnmioTHHKa SAIIPEINAETCS
IIOJIXOJAUTH K OKHAM (OCKOJIKU CMEKIA MOV NOPAHUums) 1 MOJIL30BaThCs JIU(PTOM.

0) Npu HAXO0KIeHUH B AaBTOMOOWJIE UM 001IECTBEHHOM TPaHCIopTe:

- HEMEJJICHHO OCTaHOBUTE aBTOMOOMIIb (nonpocume gooumerns
00UecmeeHH020 MPAHCNopma OCMaHo8UmMy €20);

- IOKUHbTE aBTOMOOWJIb (0Owjecmeennvili mpaucnopm) W TPOCIETyiTe
B Onmokaiiiiiee YKpBITHE (M0O08ANbl U YOKOJbHbIE IMANCU  HCUTLIX  OOMOS,
KAnumanibHblX 30aHULL U COOPYAHCEHUU, NOO3eMHble Nepexoobl, NAPKUHSU, A NPU UX
OmMCymcmeuu ecmecmeeHHbvle U UCKYCCMBEHHble VenyOieHUus HA MeCmHOCU
(mparnuieu, Kanasvl, 08pazu, Amsl) Uil OOIbLULUE 0ePesbsl).

B) IPHU HAXOKJIEHUH I0MA:

- IEPEKPHITH Ta3, BOAY, OTKIIOUUTH JIEKTPHUIECTBO;

- IJIOTHO 3aKPBITh OKHA, TBEPH, BEHTWISIIIMOHHBIC U APYTHUE OTBEPCTHS;

- B34Th C COOO# JTMYHBIE JOKYMEHTBI, IEHBIU (N0 803MONCHOCMU 0epiHCaAmb
8 2OMOBHOCMU ~ «MPEBOJCHBILL ~ YEeMOOAHYUK»,  KOMOpPbl  00AXHCeH  Oblmb
VKOMNIEKMOBAH aNnmeuKkol ¢ HeoOXOOUMbIMU JNeKapCmeamu, 3andcom 600bl U
NPOOYKMO8 NUMAHUS, 0OHOPA30801 NOCYOOU, CPEOCMBAMU TUYHOU SUSUEHb, BeUAMU
(Hudichee Oenve, HOCKU, Mennas 00excoa), Gounapukom ¢ 3anacom odamapeex,
CRUYKAMU, 2A308bIMU  3ANCULAIKAMU, NEPOYUHHLIM (VHUBEPCATbHBIM) HOMCOM,
HUMKAMU, ULOJIKOU, HONCHUYAMU, CPEOCMBAMU C843U, C 3aPAOHbIMU YCIMPOUCMBAMU
U CMEHHbIMU dNeMEeHmMamy NUManus u m.o.);

- MPEaYNPEIUTh COCEICH, BIPYT OHHM HE YCIBIIIAIN CUTHA,;

- 0Ka3aTh MTOMOIIb OOJILHBIM, JICTSM, HHBAJIHJIaM, TTPECTAPEIIbIM;

- CITyCTHTHCS Ha HIDKHHE TAXH, B TIOJ(BAJ, TAPKUHT, TOrped u T.1.
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4. Ilpu BHe3anmHOM npuMeHeHuM NPOTHUBHUKOM BBC (naoenuu bBC)
HEOBXO/IUMO:

YcnpIaB XapakTepHBIN 3BYK JIETSIIETO OSCHWIOTHHUKA (8 3a8UCUMOCTIU OM
osucamens 38yk BBC 6yoem om orcysicoicanus 00 38yKa 2a30HOKOCUNKU ULU MONeOa)
HEOO0XOMMO HE TTAHUKOBATh M COXPAHSTH CIIOKOWCTBHUE, 3aliTH B 0N KaifIee 31aHue,
1100 BBIOPATh UHOE MECTO ISl YKPBITHUS;

- uapopmanuio o mecte nagenuss bBC coobmuts B MBI (menegpon — 102)
i Equnyio nexXypHO-IUCIIeTYepCKyo Cyk0y (meneghon — 112);

Hu B koeM citydae He JieaiiTe u He pacupocTpaHsinTe hOTo ¥ BUICOMATEPHUAITBI
ataku bBC B conManbHBIX CETSIX U MECCEHDKEPAx — 3TO MOYKET MTOMOYb TPOTUBHUKY
BBINIOJIHATE KOPPEKTUPOBKY ¥ MIOBTOPHUTH ATAKY.

151 JKCTPEHHOT0 YKPBITHS MOLYT MCII0JIb30BATHCS

- TOJBAJIBI W TOKOJBHBIC ATAXKH KHWIBIX JOMOB, KallUTAIbHBIX 3JaHUN U
COOPY’KCHH, MTOA3EMHBIC TICPEXO0/Ibl, TAPKUHTH;

- TIEPBBIC TaXH MOJBE3I0B MHOTOKBAPTUPHBIX JKHIIBIX JIOMOB, BHYTPEHHHE
MOMENIEHUS] B 3JIaHUSIX, KBapTUpaX >KWUIBIX JIOMOB (KOpuoop, mambyp, 6aHHas
KOMHAMA, UHble NoOMeweHuUs, 20e Hem OKOH).

Ecau npu atake bBC Bbl Haxo1uTeCch HA OTKPBITO MECTHOCTH:

- HEOOXOJIUMO CPOYHO HMCKATh OJNFDKAMIINE YKPBITHSA, B TOM YHCJIC B BHIC
€CTECTBEHHBIX M MCKYCCTBEHHBIX YTIyOJICHUN Ha MECTHOCTU (MpaHuies, KaHasd,
08pae, sima) WK OOJIbIIIHNE AEPEBHS;

- TIPU B3pBIBE Cpa3y Jiedb Ha 3€MJT0, 3aKPBITh TOJIOBY PYKaMHu M MPUOTKPHITH
pOT (umobwl yposusams daénenue). He mogHUMalTeCh MOCIE MEPBOTO B3pPbIBA, JIyYIlIE
AKKypaTHO OTKaTUTECh WJIA OTTIOJ3UTE B CTOPOHY;

- n30eraiTe OOJIBIIOTO CKOTIJICHUS JIFOICH.

Ecau npu atake bBC Bbl HaxoauTech B aBTOMOOMJIe WJIH 00LIIECTBEHHOM
TPaHCcHopTe:

- HE TMBITAUTECh yeXaTh W3 30HBI aTakh, a HA00OPOT MAKCUMAaJIbHO OBICTPO
OCTaHOBUTECH;

- MOKHUJATe MAlllMHYy C MPOTUBOIOJI0XHOU cToponsl ataku BBC, oroiigure
(omnon3ume) OT MAIIMHBI KAK MOXHO JAJIbIIIE;

- UIIUTE OJMXKANUIINE YKPBITUS (1008AIbI U YOKONbHBLE IMANCU HCUTBLX OOMO8,
KanUumanbHolX 30aHULL U COOPYIHCEHUN, NOO3EMHble Nepexoovl, NApKUHeU, a Npu ux
OMCYmMcmeuu ecmecmeeHtble U UCKYCCMBEHHble VenyOneHus Ha MecmHOCmU
(mpanuieu, Kanagvl, 08pau, Amsl) Uil OOIbLULUE 0EPesbs).

Ecau npu atake BBC Bbl HaxoauTech jijoMa:

- TI0 BO3MOYKHOCTH CIIYCTUTHCSI HA HUKHUE ITAXKU;

- BO3bMHUTE C COOOH JMYHBIC JOKYMEHTHI, TenedoH, paauo Ha OaTapeikax,
dboHapuK, BOIY, METUIIMHCKYIO allTCUKY;

- BBIOEpUTE KOMHATy, KOTOpas HE HMMEET OKOH — O3TO BaHHas, KJajoBasd,
KOPUJIOP, TYaJIET (Yem fonvuie moawiuna cmet, mem evluie Bawa oezonacnocme);
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- €CJIM B JIOME €CTh IMOJBAJl WU MOrped, CIyCTUTECh BHU3, €CJIM B JOME HET
MojiBaja — TO Ha HIDKHUE 3TaXH, B TAPKUHT;, UeM HIDKE — TeM JIy4IIIe.

Bo Bpemsa artaku OecnmioTHuka 3AIIPEIMAETCS noaxoauTh K OKHaM
(OCKOJIKU CMEKId MO2YM NOPAHUMb) N TI0JIb30BaTHCS JTU(GTOM.

5. Ilpu nocanke (nadenuu) bBC 3AIIPEIIEHO:

- TIOJIXOJIUTh K 00JIOMKaM U He TporaTh uX. OHU MOTYT OBITh STOBUTHIMU HIIU
B3PBIBOOIIACHBIMU;

- WCTOJB30BaTh PATUOCBs3h, MOOWUIBHBEIN TenedoH u ycrpoiictBa ¢ GPS-
HaBUTAIMCH.

5. YUto gesath nocJie okoHuyanusa araku bBC:

- IepeIBUTaiTeCh OCTOPOKHO U BHUMATEILHO, CMOTPUTE ceOE MO0J1 HOTH;
- HE TIOJJHUMANTE C 3€MJIM HUKAKUX HE3HAKOMBIX MIPEAMETOB;

- CMOTPHUTE 3a JETbMH, JIEPKUTE UX TIPH cebe.




